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What’s New in Unleashed Version 200.27?

This application note describes the new features available in Ruckus Wireless Unleashed version
200.2. This document assumes familiarity with the Ruckus Unleashed product line and the
features of earlier release version 200.1.

Highlights of this Release

Ruckus Unleashed is a controller-less wireless LAN solution that enables Small-Medium Business
(SMBs) to deliver an optimal wireless experience to their users at an affordable price.

With easy migration options to the Ruckus ZoneDirector, or SmartZone platforms, or to Ruckus
Cloud, Ruckus Unleashed scales with your business.

Key features and enhancements in this release are:

e Support for WAVE 211ac Access Points R710, T710, and T710s
o Election based enhanced resiliency

¢ Unleashed Management Interface for remote management

e Self-service guest pass

¢ Social-media login

e L7 (DPI) based Application Recognition & Control

e  WLAN prioritization

e Local software upgrade

e  Multi-language support

e Troubleshooting enhancement

Supported Platforms in Unleashed 200.2

ZoneFlex Unleashed R710 802.11ac Dual-band Access Point
ZoneFlex Unleashed R600 802.11ac Dual-band Access Point
ZoneFlex Unleashed R500 802.11ac Dual-band Access Point
ZoneFlex Unleashed R310 802.11ac Dual-band Access Point
ZoneFlex Unleashed T710 (omni) 802.11ac Dual-band Access Point
ZoneFlex Unleashed T710s (sector) 802.11ac Dual-band Access Point
ZoneFlex Unleashed T300 (omni) 802.11ac Dual-band Access Point
ZoneFlex Unleashed T300e 802.11ac Dual-band Access Point
ZoneFlex Unleashed T301n 802.11ac Dual-band Access Point
ZoneFlex Unleashed T301s 802.11ac Dual-band Access Point
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1. Support for 802 11ac Multi-User MIMO (MU-MIMO) WAVE 2 Access Points
R710, T710, and T710s

Unleashed R710

The Unleashed R710 is industry’s highest performance 802.11ac Wave 2 access point. It combines
Ruckus patented technologies and best-in-class design with the next generation of 802.11ac
features to deliver outstanding Wi-Fi performance and reliability.

With throughput capacities of 800 Mbps (2.4GHz) and 1733 Mbps (5GHz), the ZoneFlex R710
supports the highest available throughput for Wi-Fi clients. 802.11ac Multi-User MIMO (MU-MIMO)
support allows the R710 to simultaneously transmit to multiple client devices, drastically
improving airtime efficiency, overall throughput, and availability.

ZoneFlex R710 is purpose-built for high-capacity, high performance and interference-laden
environments such as schools, public venues, hotels, and conference centers

Unleashed R710’s Major Features

Link Aggregation on Ethernet Ports (LACP)
802.3af PoE operating mode
MU-MIMO
Tx Beamforming
Background Scanning is supported, and the following features which rely on Background
Scanning are also enabled:
o  WIDS/WIPS (Rogue detection on channels other than service channel on 5G
e radio)
e 802.11k Radio Resource Management
¢ Channel Selection with Background Scanning
e AP Neighbor List

O O O O O

Unleashed T710

The Unleashed T710 is the industry’s first and highest performing 802.11ac Wave 2 Outdoor AP.
The Unleashed T710 combines Ruckus patented technologies and best-in-class industrial grade
design with next generation of 802.11ac features to deliver industry-leading Wi-Fi performance,
reliability and coverage for challenging high density outdoor deployments. The Unleashed T710 is
ideal for deployment in dynamic outdoor environments with high density utilization and
interference, like public outdoor hotspots, outdoor enterprise and schools, where support for
high client densities and/or data intensive streaming multimedia applications (like HD IP video) is

imperative.

Key Features
e 802.11ac Multi-User MIMO (MU-MIMO)

e 2,533 Mbps maximum PHY rate (1733 Mbps in 5GHz; 800 Mbps in 2.4GHz)
e  Antenna options: omni-directional and 120x30 degrees sector
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e Dedicated dual band RF monitor enabling enhanced performance while providing
Zero-Wait DFS capability

e 210/100/1000 Ethernet ports

° SFP Fiber Interface providing flexibility to backhaul to fiber

e  AC power input (100-250 Vac, 50/60 Hz)

° 802.3at (PoE+) PoE Input mode of operation

° 802.3at PoE Output Power Sourcing Equipment (PSE) mode of operation, useful for
daisy chaining and powering an additional Mesh AP or another device like an IP
Surveillance Camera

2. Election based enhanced resiliency
In Unleashed 200.2, the new “Election based resiliency” is being introduced whereby all Ethernet
connected member APs are Standby APs. The Master AP periodically syncs up with all the
Ethernet connected member APs. If Master AP goes down then one of the Ethernet connected
member APs will become new Master AP. Typically, recognition of Master AP failure and electing

new Master AP takes approximately one minute or less. This phenomenon will continue until the
last AP with Ethernet connection stays alive. So, the Unleashed 200.2 introduces much more

robust resiliency.

Primary / Master AP

E Broadband
Router

=
&
(<SS
Member APs are potential Standby APs

During Master APs failure and election process all the clients that are connected to Member APs
will continue to function without any service disruption.

Customer Benefits
e Robust resiliency

e Higher network availability
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3. Unleashed Management Interface for remote management

Unleashed 200.2 introduces the support for Management interface. Up on configuring the
management interface customers/VARs etc can manage their Unleashed network remotely. The
management interface stays the same regardless of which AP acts as a Master AP in a given
Unleashed network.

O Admin & Services

| L] System v ' .
. IP Settings IManagementlnterfaceI

System Info
Management Interface
System Time IP Address* ‘
Netmask* ‘

Country Code

Use for RADIUS services

Roles
v Use for SNMP services
Users
Mesh
8, Services b
$ Administer B

Customer Benefits
o Enables remote management for Unleashed network

Unleashed GA build 200.2.9.13.186



Ruckus

WIRELESS What’s New in Version 200.2?

4. Self-service guest pass

The Self-Service guest pass feature allows guests to connect to a guest SSID using their own
device and submit basic information (name, email address and mobile phone number) to receive
a guest pass code. The guest then enters this code to gain access to the WiFi network to access
internet.

Create WLAN

Company Logo: « Use default logo

Logo
Use custom logo RUC o e
Welcome Message: \ Welcome to the Guest Access login page ’
User Redirection URL: @ Redirect to website user intends to visit
Redirect user to this website
’ Enabling 'Self-

Service Guest
pass is just a

GuestPass Self-Service: Enable guestpass self service _ click away’

Terms and Conditions: v Show terms and conditions ’ Show Preview \

Self-service guest passes can either be automatically generated or require “Sponsor Approval.”
With Sponsor Approval enabled, guest pass keys are delivered to the guest users only after
approval by a sponsor.

Customer Benefits

e Significantly improves guest user experience

e Improves security for guest network as every guest gets an unique guest pass

e No need to provide pre-generated passcode/key to guests’ to access the network
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5. Social-media login

The Unleashed 200.2 introduces a new WLAN type called “Social Media” which supports popular
social media logins Facebook and Google. With social media login feature Ruckus customers will
be able to provide easy WiFi access to their users. The following Social Media login types.

o Facebook WiFi
o Google Oauth 2.0 (Google/Google+)

Create WLAN
Social Media WLAN
supports both Facebook

Name: | and Google/Google +
Usage Type: Standard
Guest Access
Hotspot Servi
@ SocklMedia Ensure Unleashed AP
Authentication Method: @« Open 802.1 MAC Addres Das internet access to
complete the Social
Encryption Method: WPA2 Media WLAN
Social Media Login : | Facebook WiFi v ‘
to your Facebook page before gainin‘cess to your

Google/Google+ 2d to configure Facebook settings here and click on "OK"
button to save the change. Check back on this page to see if pairing is successful.

Show Advanced Options P “ Cancel

With Facebook WiFi customers now can turn their businesses into a WiFi hotspot. Once this
feature is enabled,

o End users simply check into Small Business location via Facebook to connect to Wi-Fi

e  Wi-Fi access codes aren't necessary and there are no new accounts to create

e End users can manually check in or choose a setting that lets them automatically check in
whenever they visit the same location again.

When end users/customers check in to your (Small Business) location, you can share offers and
other announcements with them. For more information visit Facebook WiFi
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Similarly, with Google Oauth 2.0, students/users/customers can login using their Google
credentials to access Wi-Fi network without needing additional access codes. This will also allow
students access their Google docs without having to re-login again.

Customer Benefits
e Ease of access for Wi-Fi users

o Small Business will be able to get end user insights from social media site
e Single Sign-On to connect to WiFi network and to access Google Apps

6. L7 (DPI) based Application Recognition & Control

Unleashed 200.2 introduces Deep Packet Inspection (DPI) based Application Recognition & Control
(ARC). DPI based ARC can recognize over 2200 applications.

0 system >
‘ Application Overview ‘ Application Denial Policy User Defined Application Application Port Mapping
&, Services v
Refresh
AAA Servers

Top 10 applications by usage

Access Control

Application Recognition & Control Select Display: e Application Port

Bonjour Gateway Display Span: @ last 1 hour last 24 hours
DHCP Server

pmamie S 2200+ Apps can be identified which
Guest Access Service includes enterprise apps such as

Office365, Salesforce, WebkEx, File

& youtube
googlevideo.com

% facebook
Hotspot Services

transfer protocols like FTP, CIFS etc - quic
Badacond and also apps like YouTube, Netflix, viotcssat cont
WIPS Facebook etc NS
‘ % salesforce.com
4% tmogul.com
¢ Administer 4 okta.com
hitp protocol over tis ssi
% Others

Customer Benefits
e 2200+ applications can be recognized more accurately
e Once recognized those applications can be controlled by applying policies

7. WLAN prioritization

WLAN prioritization allows customer to prioritize one WLAN over the other WLAN. For example,
in a typical enterprise or school higher preference could be given to internal /employee/
teachers WLAN over guest/students WLAN.
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WIRELESS
Edit WLAN
Name: | Nats-WiFi
Usage Type: @ Standard f

Authentication Method:

Encryption Method: =

Guest Access guest acces

Hotspot Service  kr
Social Media

Open 802.1X EAP

WPRA2 None

Hide advanced options ¥ I

“ Priority: @
Hide SSID :

Access VLAN: |1

Service Schedule: =

Password: | .-

Zero-IT & DPSK Access Control

High Low

Hide SSID in Beacon Broadcasting (Closed System)

Always on Always off

MAC Address

how

Radio Control

Max Clients : Allow up to |ma | clients per AP radio

”

Others

Specific

.

By default,
WLAN is in
'High' priority

queue

Customer Benefits

e Prioritize user traffic as per the need

8. Local software upgrade

When Unleashed APs are deployed behind non-transparent proxy or firewall they may not have
access to Ruckus’ software upgrade server. So, Unleashed APs can’t be upgraded to newer
versions to take advantage of deploying new Unleased APs and/or new features. To address this
issue, Unleashed 200.2 provides support for local software upgrade whereby customer could
download the Unleashed software from https://support.ruckuswireless.com and then upgrade
the Unleashed APs from their PC where the downloaded software is located.
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° Admin & Services

L1 system 3
8, Services >
€ Administer v

Preferences

Backup & Restore

Upgrade

Registration

Diagnostics

Certificate

Network Connectivity

Network Management

Firmware Upgrade

Select upgrade method:
Online Upgrade
Select image file(s) & Upgrade
Model R600 (2 APs)

Browse

Model R710 (1 AP)

AP Role Name
Master RUCKUSAP

Member RuckusAP

Current firmware version: 200.2.9.13.141

Browse and load
the code - one
model at a time.

‘Local Upgrade’
’ option in 200.2
« Local Upgrade

»m local PC

Shows upgrade
progress. In this
case R600 APs are
being upgraded

Mac Model

74:3e:2b:10:33:c0 R600 Loading 4%

d4:68:4d:22:dd:90 R600 Loading 4%

Member

€c:Bc:a2:26:53:30 R710

Customer Benefits

e Enables software upgrade on Unleashed APs even if they are behind firewall or non-

transparent proxy

9. Multi-language support

Unleashed 200.2 introduces language localization by supporting the following languages.

English (Default)
Brazilian Portuguese
Chinese (Simplified)
Chinese (Traditional)
Czech

Dutch

French

German

Japanese

Spanish

Swedish

Turkish

O O OO0 O0OO0OO0OO0OO0OO0oOOo0OOo
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To ease the troubleshooting of Unleashed, such as the resiliency, Unleashed 200.2 has
introduced additional debugging capabilities. When ‘Auto Election’ is enabled (as shown
below) whenever Master AP election process starts appropriate logs are generated.

All of the logs can be exported to a remote server using either FTP or TFTP.

Preferences

Backup & Restore

System Management

Web Authentication

RADIUS

Access Points

RF Management
Hotspot Services

Web Server

Auto Election

0 System | 2
Alarm Seltlng Events Debug Info ILogs Remote Troublesnootlng
8. Services | 4 Debug Logs
Debug Components
¢ Administer v

Upgrade
802.1x Client Association
A 802.11 Web Pages
osgnostes e g ponAReS it e adareas
Certificate

(e.0. aabbicc:odeef)

Network Connectivity

Network Management
Save Debug Info
If you request assistance from Ruckus Wireless technical support, you may be asked to supply detailed debug information from Unleashed
it to your computer.
| Save Debug Info ‘
Upload Debug Logs

v/ Enable upload debug logs to remote server
Protocol* =« TFTP FTP

Host® \
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